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ABSTRACT 

Public and private companies need an online way to check the 

criminal record of an applicant. There must be an online 

application, that connects to Department of Home Affairs (DHA) 

for authenticate the application using fingerprint, ID/ passport 

number and picture of the applicant’s face using facial recognition. 

The application must also connect to the South African Police 

Service (SAPS) to check whether the applicant has a criminal 

record. My project deliverable is to develop an application 

VeriCrimCheck that will allow prospective employers to check an 

applicant's criminal status. The application will use the following 

criteria: biographical information, biometric information 

(fingerprint) and facial recognition to build a profile of an 

application. To improve this application, the use of cloud 

computing will be essential.  
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1 INTRODUCTION 

1.1 Motivation 
In our centuries, many governments put a lot of attention on 

expanding employment [1]. In order to get a job, the applicant must 

present an extract from his or her criminal record and this will 

determine whether the person in question can be hired [1]. In South 

Africa, as in other countries that have not yet benefited from the 

use of computer technology, the process of presenting the criminal 

record to the company in which employment is sought is done 

manually[2].  

1.2 South African Police Clearance Certificate 
The South African Police Service has a database of fingerprints of 

people who have committed crimes. To check whether the person 

has crimes in this database, they use their Automated Fingerprint 

Identification Service (AFIS). If they get fingerprints from this 

database, they scan them again with a manual system and process 

them in the same way.  They use a SAPS91A paper form at a police 

station in the locality where the applicant is applying [2].  

 In this regard, the Locard’s exchange principle serves as a means 

to uncover physical proof about the crimes to be investigated [3]. 

The Locard’s exchange principle follows a slogan “every contact 

leaves a trace” as it associates criminals with the crime scenes. 

Thus, this “principle states that contacts between people and objects 

during a crime can involve a transfer of material that is evidence of 

the crime” [4]. In this way, latent fingerprint impression evidence 

has been identified as the most efficient way to detect the 

perpetrators of crime In South Africa. For this reason, it becomes a 

first tool to use whenever a crime is committed [5].  

 

In analyzing the way in which the South African Police Service 

operates with regard to the prosecution of the judicial status of the 

person heading for a company, we found that the company follows 

the following process as shown in (Figure 1) [6] : 

 
Figure 1: Existing Data Flow Diagram for Searching for 

candidate’s Criminal Record Extract. 

Legend: 

(0): receipt of the form to be completed; 

(1): complete the form; 

(2): submit the form for signature by the company's agent; 

(3): Repeat of the full form and signed by the candidate; 

(4): bring the complete and signed form to the police for 

verification of the criminal status; 

(5): Receipt of the form by the police and verification of the 

person's criminal status; 

(6): reception of the result; 

(7): return to the company for the filing of the certificate of non-

sufficiency and decision making. 
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1.3 Critique of The Existing 
The current system for exchanging the criminal record information 

between company and police services presents problems with 

regard to the accessibility of information for persons wishing to 

apply for employment in companies that request extracts from 

candidates' criminal records. 

The search for the extract takes time because it requires the journey 

from the company to the police and from the police to the company. 

As with any human work, the uniqueness of the place of 

distribution of this document includes a certain margin of error due 

essentially to the distance separating the two places of travel, 

inattention, etc. This results in a very considerable slowness in 

hiring new workers. 

Moreover, as a result of people's transportation problems, the risk 

of using many means to search for this document is increasing 

enormously;  

A security problem with the cards due to the natural degradation of 

the paper over time or accidental phenomena such as tears, water 

or drinks that may be poured on the certificate during travel. 

 

2 LITERATURE REVIEW 
 

2. 1. Biometric Technologies 

To ensure that a person is uniquely and specifically recognized by 

verifying their identity, biometric technologies are used because 

they use measurable physical data that characterize them such as: 

fingerprints, facial images, iris scans, etc.[7] .  

These are techniques used in "capture and comparison", in other 

words the technique used to capture representations of a person's 

characteristics that can be compared over time to recognize them. 

These technologies use the two important functions: 

- the demonstration of the uniqueness of a person by not using two 

or more times the identification of a single person.  

- By acting as a digital tool for identity management  

2. 2. How biometric technology work 

In any biometric system, there is a use of are three important steps 

that are: Enrolment, template generation, and matching [7]. 

 Registration 

Enrolment means that the user shows their biometric trait to a 

sensor in a standard way to show less variation. The 

production of biometric images at the time of enrolment 

results in a set of images called "gallery", reference, stored or 

enrolment images. Those at the time of recognition are called 

"survey", or input images.  The key performance factor is 

determined by the data collected at the time of registration. It 

must be understood that when low contrast is used during 

capture, poor quality images are produced and this quality 

cannot change to good during the process. 

 Template Generation 

A template is an incomplete image, in other words, it 

represents a template found after simplifying the original. 

During this phase, the raw data is processed to ensure the 

identification of unique and distinct features in the image. At 

this stage, the system normalizes and saves the data as 

standard numbers. 

 Correspondence 

A part of the process that is very dependent on the supplier is 

the comparison (or matching) of two models and it also 

depends on the matching algorithm that is applied in the 

process. I will mention two main types of model matching 

among those that exist: 

1. During identification, the request template taken against the 

biometric template(s) that belong to all those already existing 

in the system. It is the act of ensuring the demonstration of the 

uniqueness of an individual separating them from others when 

they are in a system it is also called 1: N (one to many) 

matching. 

2. In authentication, biometric templates are found to look as 

they are by comparing them t to those already associated with 

them. The application using this type of match is made to show 

the individual found is the same as the one in the system. It is 

also called "verification", or 1:1 (one-to-one) matching. 

3 Proposed Solution 
South African companies are called upon to check whether the 

candidate has a clear criminal record or not [1]. 

 For the moment the candidate must complete a form from the 

company, signed by the company's agent and submit it to the SAPS 

and wait for the answer for this request. The process is longer, 

which is why it requires an online application that can facilitate this 

work. 

 This application, using the face as well as the fingerprint 

recognition, will show how good is the identified person in the 

organization from the home affaires database and if there is a crime 

detection, it will search for the criminal status of the person display 

it so that the company can make an appropriate decision. All these 

three databases will be using the cloud computing technology. 

Considering the problems indicated above, we advise companies to 

adopt the solution we propose, the use of the application we will 

design and build.  

The benefits will be observed at the level of: 

 The improvement of the service offered to job-seeking 

candidates thanks to a database allowing a very fast 

search of the existence of the file and the waiting time for 

this document will be considerably reduced; 

 Improving the internal functioning of the police by 

reorganizing the circuit extracted from criminal records. 
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From now on, there will be a database accessible to each 

user but with limited rights; 

 The new policy on the accessibility of criminal records 

once adopted should provide a very high level of security 

compared to that previously existing; 

 The long queues observed in front of police stations will 

be reduced because of this new efficient system; 

 Reduction of staff tasks; 

 Paperless system, with built in agent authentication and 

process tracking; 

 Future, crime prevention feature based on building a 

profile based on social network; 

 

3.1   Design of the New Information System 
Conceptual Communication Model  

The Conceptual Communication Model (CCM), also called a flow 

diagram, allows a description of the information flows exchanged 

between actors by breaking down the organization into a series of 

internal actors [8]. In this diagram, the standard representation is 

constituted by the ellipses that represent the internal actors and the 

arrows that represent the internal messages.  

The Conceptual Communication Model of the current system is 

represented by the following figure:   

 
Figure 1: New Data Flow Diagram for Searching candidate’s 

details. 

Legend: 

(0): receipt of the ID by the company agent; 

(1): complete the for and take the picture and the fingerprint; 

(2): sending the request to the home affaires database; 

(3): display of the details from the home affaires database; 

(4): send the request to the police to find out the details of the crime; 

(5): display of the crime details from the police services database;  

(6): proclamation of the decision taken by the company; 

 

3.2    Conceptual Treatment Model (CTM) 

The conceptual processing model leads to the determination of 

processes, i.e. homogeneous units of concern. It represents events, 

results, operations and synchronizations. It describes the actions on 

the information system with their triggers that make it possible to 

bring this mass of data to life. It is a dynamic description of reality 

[8].   

4 USER REQUIREMENTS DOCUMENT  

4.1 ID Detection, and Face and Fingerprint 

Recognition 
The system should be able to use the ID provided by the 

applicant and the user’s webcam, fingerprint reader 

connected to the computer to recognize the applicant face 

and fingerprint. It should check in the DHA, and to the 

SAPS databases, to verify whether the applicant’s identity 

exists in the DHA database, to check whether the applicant 

has a criminal record, and to check whether the applicant 

has any criminal activity of social networks. 

4.2  View Overlaid Information   
Users should be able to view the overlaid information on 

their computer’s screen after clicking the check button.  

. 

 
 

5  NON-FUNCTIONAL REQUIREMENTS  

5.1 Performance  

The system should be able to check the ID, the face, and fingerprint 

of the applicant from the SAPS database.  

5.2  Traffic  
The system should allow many users to use the application at the 

same time.  
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5.3  Security  
The system should defend the users against malware and unwanted 

spyware.  

6  USER INTERFACE SPECIFICATION  

6.1  Apps Icon  
The icon of the application helps to the user to start the process of 

using the application. The icon should be consistent with other apps 

which is easy to locate on the device.  

6.2  Home Page  

The user will need to install the VeriCrimCheck 

application and click on it and the login home screen 

Will appear. The home page will have a clickable button 

for proceed and quit, with some instruction to inform 

the user how the application is used. 

 

8 CONCLUSIONS 

8. 1 Application prototype developed: 

1.able to capture biographical details. 

2.camera functionality implemented 
3.database connection (local databases, DHA and SAPS 

will follow as a Proof of Concept and if time and 
processes permits) 

4.documentation ongoing 

8.2 What needs to be done: 

1.facial recognition- implement ML or AI for recognition. 

In essence, I need to match two faces from two 
images, one captured and one in the DHA/SAPS 
databases. 

2.biometrics - need to purchase a fingerprint scanner 
3.populate databases with test data 

8.3 Difficulties encountered 
Traveling to UWC is problematic due to protest where I live and 

UWC, the laptop that I worked with crashed and it took me some 
time to obtain new one and move information. 
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