
  

Criminal Check Program with an ID, Face, and Fingerprint 

Recognition 

E. Niyonsaba 

  Robert Sobukwe Rd, Bellville 

Cape Town, 7535 

3962056@myuwc.ac.za 

 

ABSTRACT  

Public and private companies need an online way to check the 

criminal record of an applicant. There must be an online 

application, that connect to Department of Home Affairs to 

authenticate the applicant using fingerprints, South African 

Identification number/ passport number and picture of the 

applicant’s face using facial recognition. The application 

must also connect to the South African Police Service to 

check whether the applicant has a criminal record. Our 

project deliverable is to develop an application 

VeriCrimCheck that will allow prospective employers to 

check an applicant's criminal status. The application will use 

the following criteria: biographical information, biometric 

information (fingerprint) and facial recognition to build a 

profile of an application. To improve this application, the use 

of cloud computing will be employed.    
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1 INTRODUCTION  

1.1 Motivation  

Governments all over with world put a lot of attention on 
creating employment opportunities [1] in order to lower the 
employment rate. In order to get a job, the applicant must 
present an extract from his or her criminal record and this will 
determine whether the person in question can be hired [1]. In 
South Africa, as in other countries that have not yet benefited 
from the use of computer technology, the process of presenting 

the criminal record to the company in which employment is 
sought is done manually [2].   

1.1 South African Police Clearance 

Certificate  

The South African Police Service (SAPS) has a database of 
fingerprints of people who has committed crimes (criminals). 
To check whether the person has a record in this database, they 
use their Automated Fingerprint Identification Service (AFIS). 
If they get fingerprints from this database, they scan them 

again with a manual system and process them in the same way.  
They use a SAPS91A form at a police station in  

 

 

the locality where the applicant is living or applying for 
employment [1].   

 In this regard, the Locard’s exchange principle serves as a 
means to uncover physical proof about the crimes to be 
investigated [2]. The Locard’s exchange principle follows a 
slogan “every contact leaves a trace” as it associates criminals 
with the crime scenes.  

Thus, this “principle states that contacts between people and 
objects during a crime can involve a transfer of material that is 
evidence of the crime” [3]. In this way, latent fingerprint 

impression evidence has been identified as the most efficient 
way to detect the perpetrators of crime in South Africa. For 
this reason, it becomes a first tool to use whenever a crime is 
committed [4].   

In analyzing the way in which the South African Police Service 
(SAPS) operates with regard to the prosecution of the judicial 
status of the person heading for a company, we found that the 
company follows the following process as shown in Figure 1 
[5]:  

 
Figure 1: Existing Data Flow Diagram for Searching for 

candidate’s Criminal Record Extract. 

Legend:  

(0): receipt of the form to be completed;  

(1): complete the form;  

(2): submit the form for signature by the company's agent;  

(3): Repeat of the full form and signed by the 

candidate;  

(4): bring the complete and signed form to the 

police for verification of the criminal status;  

(5): Receipt of the form by the police and 

verification of the person's criminal status;  



  

(6): reception of the result;  

(7): return to the company for the filing of the certificate 

of no sufficiency and decision making.  

 

2 CONCEPTUAL DATA MODEL   

The Conceptual Data Model (CDM) is a representation of all 
the data in the domain, which does not take into account the 
technical and economic aspects of storage and access and 
without referring to the conditions of use by a particular 
processing operation. Its purpose is to formally write down the 

data that will be used by the information system. Before 
building this model, it is necessary to make an inventory of the 
data from which redundancies, synonyms and polysemy are 
eliminated.  

2.1 Rules for the Management of Criminal 

Records Extract Records  

The specification of management rules, carried out in parallel 
with data collection, allows the establishment of relationships 
between information. The rules for managing a person's 

criminal status are represented in Table 1. 

Table 1:Conceptual Treatment Model (CTM) 

Rule 

number  
Label  
  

1  The South African Police Services database 

which deals with the crime only keeps 

fingerprints of people with unclear criminal 

records.  

2  If a service requests the criminal status of the 

person in the database, a query is made in the 

database through the person's fingerprint; 

this query searches and returns the person's 

details if they exist in the database, otherwise 

it returns nothing.  

3  Once the details are displayed, the 

certificate is printed and the session is 

closed.  

4  A person's details are only searched when 

they want to make changes to them to get a 

criminal record or if they need to consult 

them in order to get some information.  

 

2.2 Critique of The Existing  

The current system for exchanging the criminal record 
information between company and police services presents 
problems with regard to the accessibility of information for 
persons wishing to apply for employment in companies that 
request extracts from candidates' criminal records.  

The search for the extract takes time because it requires the 
journey from the company to the police and from the police to 

the company. As with any human work, the uniqueness of the 
place of distribution of this document includes a certain margin 
of error due essentially to the distance separating the two 

places of travel, inattention, etc. This results in a very 
considerable slowness in hiring new workers.  

Moreover, as a result of people's transportation problems, the 
risk of using many means to search for this document is 
increasing enormously;   

A security problem with the cards due to the natural 
degradation of the paper over time or accidental phenomena 
such as tears, water or drinks that may be poured on the 
certificate during travel.  

  

3 LITERATURE REVIEW 

3.1 Biometric Technologies  

 

To ensure that a person is uniquely and specifically recognized 

by verifying their identity, biometric technologies are used 
because they use measurable physical data that characterize 
them such as: fingerprints, facial images, iris scans, etc. [5].   

These are techniques used in "capture and comparison", in 
other words the technique used to capture representations of a 
person's characteristics that can be compared over time to 
recognize them. These technologies use the two important 
functions:  

 the demonstration of the uniqueness of a person by 

not using two or more times the identification of a 
single person.   

 By acting as a digital tool for identity management   

3.2 How biometric technology work  

In any biometric system, there is a use of three important steps 
that are: Enrolment or Registration, template generation, and 
matching [5].  

3.2.1 Registration  
Registration or enrolment means that the user presents their 
biometric trait to a sensor in a standard way to show less 

variation. The production of biometric images at the time of 
enrolment results in a set of images called "gallery", reference, 
stored or enrolment images. Those at the time of recognition 
are called "survey", or input images.  The key performance 
factor is determined by the data collected at the time of 
registration. It must be understood that when low contrast is 
used during capture, poor quality images are produced and this 
quality cannot change to good during the process.  

3.2.2 Template Generation  
A template is an incomplete image, in other words, it 
represents a template found after simplifying the original. 
During this phase, the raw data is processed to ensure the 

identification of unique and distinct features in the image. At 
this stage, the system normalizes and saves the data as standard 
numbers.  

3.2.3 Matching 
A part of the process that is very dependent on the supplier is 
the comparison (or matching) of two models and it also 
depends on the matching algorithm that is applied in the 



  

process. I will mention two main types of model matching 
among those that exist:  

During identification, the request template taken against the 
biometric template(s) that belong to all those already existing 
in the system. It is the act of ensuring the demonstration of the 

uniqueness of an individual separating them from others when 
they are in a system it is also called 1: N (one to many) 
matching.  

In authentication, biometric templates are found to look as they 
are by comparing them to those already associated with them. 
The application using this type of match is made to show the 
individual found is the same as the one in the system. It is also 
called "verification", or 1:1 (one-to-one) matching.  

 

4 INTRODUCTION ABOUT A 

BIOMETRIC SYSTEM  

Our system will verify the identification and criminal status of 

individuals in using online databases (Department of Home 
Affairs and South African Police Services) relying on 
fingerprints, facial images and South African identification 
number (ID). The latter will meet the requirements of 
uniqueness of the identified person. Even though the criteria 
used are not the basis for the system's performance. As 
recognizing a face by a computer system is fast and there is no 
reliability [5], the use of fingerprints will provide this 

reliability. When necessary to retrieve data from the databases 
both parameters will be completed by using only the ID which 
is the traditional type of verification. The development of the 
prototype contains the use of faces and fingerprints as well as 
biographical details including the ID to check the criminal 
record of the applicant for a job.  

In order for the transactions to be reliable, automatic 
identification must be used. Traditionally, a personal 
identification number (PIN) was used to ensure data reliability. 

Currently, this method of identification is no longer used in 
most businesses because it can greatly facilitate fraud [6]. 
Biometrics is used in reliable identification [6][7] with 
condition that cannot be changed: there must be no 
replacement of the following characteristics: universality, 
uniqueness, permanence, and collectability [6][8]. The 
following questions arose while implementing the system.  

 

These questions are listed as follows [5][6]:  

1) performance,  referring  to specifying a person's 

identification in terms of speed and robustness,  

2) acceptability, referring to the measure individuals must 

follow to agree with biometrics in their daily activities 

and experiences, and  

3) circumvention, showing how the system can be deceived 

using fraudulent methods.  

 

This practical biometric system accomplishes the following:  

1) accuracy and assurance of identification that must be 

accepted with reasonable resources,  

2) avoid harm to subjects and ensure acceptance by the 

target population, and  

3) sufficiently resist various fraudulent methods. Nine 

biometric techniques are to be used in current biometric 

systems. These are: face, facial thermo gram, fingerprint, 

hand geometry, hand vein, iris, retinal pattern, signature, 

and voice print [7].  

 

This project focus in the following: the face and the fingerprint 
which will be accompanied by the traditional identification, 
the identification number.  

5 PROPOSED SOLUTION  

South African companies are called upon to check whether the 
candidate has a clear criminal record or not [9].  

At the moment the candidate must complete a form from the 
company, signed by the company's agent and submit it to the 
SAPS and wait for the answer for this request. The process is 
longer, which is why it requires an online application that can 

facilitate this work.  

 This application, using the face as well as the fingerprint 
recognition, will show (1) how good the identified person in 
the organization based on the home affairs database and (2) if 
there is a crime detection, it will search for the criminal status 
of the person. The information retrieve from the respective 
databases will be presented to the company in order to make 
an appropriate decision. All databases will be using the cloud 

computing technology. Considering the problems indicated 
above, we advise companies to adopt the solution we propose.   

The benefits will be observed at the level of:  

• The improvement of the service offered to job-seeking 

candidates thanks to a database allowing a very fast 

search of the existence of the file and the waiting time 

for this document will be considerably reduced;  

• Improving the internal functioning of the police by 

reorganizing the process of extracting criminal records 

from its databases.  

From now on, there will be a database accessible to each 

user but with limited rights;  

• The new policy on the accessibility of criminal records 

once adopted should provide a very high level of security 

compared to that previously existing;  

• Reduce the risk of corruption  

• Reduction of staff tasks;  

• Paperless system, with built in agent authentication and 

process tracking;  

• Future, crime prevention feature based on building a 

profile based on social network;  

  

5.1 Design of the New Information System  

5.1.1 Conceptual Communication Model   
The Conceptual Communication Model (CCM), also called a 
flow diagram, allows a description of the information flows 
exchanged between actors by breaking down the organization 
into a series of internal actors [9]. In this diagram, the standard 
representation is constituted by the ellipses that represent the 
internal actors and the arrows that represent the internal 
messages.   



  

The Conceptual Communication Model of the current system 

is represented by Figure 2 

Legend: 

(0): receipt of the ID by the company agent;  

(1): complete the for and take the picture and the fingerprint;  

(2): sending the request to the home affaires database;  

(3): display of the details from the home affaires database;  

(4): send the request to the police to find out the details of the 

crime;  

(5): display of the crime details from the police services 

database;   

(6): proclamation of the decision taken by the company;  

  

5.1.2 Conceptual Treatment Model (CTM)  
The conceptual processing model leads to the determination of 
processes, i.e. homogeneous units of concern. It represents 
events, results, operations and synchronizations. It describes 
the actions on the information system with their triggers that 
make it possible to bring this mass of data to life. It is a 
dynamic description of reality [8] as listed in APPENDIX A. 

6 A GENERIC BIOMETRIC SYSTEM 

ARCHITECTURE   

The system architecture to be implemented is made up of two 

modules: the enrolment module and the identification module, 

represented in Figure 3:    

 
Figure 3: A generic biometric system architecture 

The enrollment module is characterized as an information 
capturing component using fingerprint reader and the camera, 
as well as capturing the biological details of the person 
applying for the job. The application will store the collected 

individual information in a database if s/he is newly registered, 
followed by the identification component.  

This system of checking the criminal status of a person seeking 
employment follows three techniques, face recognition, 
fingerprint recognition and identity number check.  

 

7 FACE RECOGNITION AND 

FINGERPRINT VERFICATION  

7.1 Face Recognition  

The action of recognizing faces is classified in an active 
research area. Applications in this field start with the static and 
controlled verification of forensic identification photographs 
and end with the dynamic and uncontrolled identification of 
faces in a crowded environment [10]. For the identification of 
a person in a computer system, faces are recognized by 

referring to the static and controlled recognition of facial 
portraits of the person to be searched [10].  Research has 
shown that there has been the development of algorithms for 
recognizing faces and that these algorithms are capable of 
providing satisfactory solutions to the problem of checking a 
person's face in real time [11].  

  

7.2 Fingerprint Verification  

By definition, a fingerprint is a pattern of ridges and grooves 
on the surface of a fingertip [12]. The fingerprint is formed 
from accumulated dead cells having continuously flowing 
cornification’s characterized by the scale-like shape of the 
exposed surface. Fingerprint formation occurs when the child 
is still in the embryo in the early days of fetal development 
[13]. The use of the fingerprint by humans to make an 
identification a person has been used for many years. It is used 

for identification because it has biological properties that are 
easy to understand. The following list gives a summary of the 
properties of fingerprints:  

Figure 2: New Data Flow Diagram for Searching 

candidate’s details. 



  

1. Every person on planet earth has ridges and grooves in 
the skin that are unique to him/her, meaning there is no 
person with the same fingerprint characteristics as 
another person;  

2. We change the configurations according to the individual. 

But these configurations can give a variety in less than the 
limits that allow a classification that is systematic;  

3. There is a permanence of patterns and minute details of 
individual ridges and grooves and they remain 
unchangeable over time, but they may change if there are 
common injuries, scratches and scars [5][13].  

The local characteristics of the ridges and the determination of 
the uniqueness of a fingerprint is made by their relationships. 

Different local ridge features can be identified; these features 
are called minutiae [12]. The uneven distribution of these local 
features is noted. Many of them depend on the conditions 
under which they are and the quality of the fingerprints and are 
not observed most of the time in fingerprints.  The following 
are the important features, and we mention two: the ridge 
termination and bifurcation of the ridge. These features are 
also called minutiae. A ridge termination is defined as the point 

where a ridge ends abruptly. A ridge bifurcation is the point 
where a ridge takes a point of divergence into branch ridges. A 
human fingerprint typically has about 40 to 100 minutiae [5]. 
The minutiae of a fingerprint can have the following 
characteristics: type, x and y coordinates and direction.   

To verify fingerprints, the two main steps are unavoidable: 
extraction of minutiae and comparison of minutiae [9]: To 
identify automatically a fingerprint, the endings and 

bifurcations of the ridges are usually identical when one tries 
to compare them with each other [6].  

The list of factors that explain the lack of well-defined ridge 
structures is as follows: abnormal skin ridge formations in 
fingerprints, post-natal marks, occupational marks and 
problems with acquisition devices.   

So, an algorithm that reliably extracts minutiae would not have 
to assume perfect ridge structures and would have to degrade 
with the good quality of fingerprint images. Minutiae 

extraction algorithm that we have proposed is made in three 
steps:  

1. Estimate the orientation field. This is the step in which we 
observe the orientation of the fingerprint images taken at 
the entrance and there is the location of the region of 
interest,  

2. extracting the ridges, consisting of extracting and 
thinning the ridges, and  

3. detecting and final processing of characteristic points. 
These steps are also characterized by the extraction of 
thinned and refined ridge maps. The recording of the 
following parameters takes place at each detection of the 
characteristic point: x-coordinate, y-coordinate, the 
orientation, being defined as the local orientation of the 
associated ridge [5].  

8 DECISION MERGING   

The merging of decisions with many clues has been shown to 
improve the accuracy of a recognition system [8]. Generally, a 
multitude of clues can be merged using a next level found in 

the following [8]:  

4. Level called abstract. The one that marks the output of 
each module. It is a set of possible labels with no 
confidence associated to the labels; in this level, one can 
use the simple majority to make the decision more 
reliable [14].  

5. Named level of ranking; here we see the possible labels 
ranked in descending order of confidence, but there is no 
specification of confidence values;  

6. Named level of measurement: at the output of each 
module, there is a set of possible labels. These labels have 
associated confidence values; here, more precise 
decisions can be made by integrating the different 
confidence measures into a confidence measure giving 

accurate information.   

The prototype of the application we are designing and 
developing contains the merging of the decisions that will 
make the system work and provide the stand out level of the 
measure. There will be the verification of the first n possible 
identities that are established by the face recognition module 
and this verification will be done by the fingerprint verification 
module. In order for such a merging scheme to be possible, we 

need to define a measure indicating the confidence of the 
decision criterion and a criterion used to facilitate the merging 
of decisions.   

In this application we need a matching algorithm to make the 
decision. This algorithm is called characteristic point 
matching. It is proposed to operate with the fingerprints taken 
by the fingerprint reader and a template. The model is based 
on comparing the normalized number of link sets of two 

minutiae that will match against a threshold. From the above 
an assumption will be made that the characteristic points in the 
finger region of the fingerprints of different persons must have 
a random distribution and there will be the probability that an 
impostor, represented by the letter I, is received by the system 
is {1 G(yI)} where yI represented the number of points taken 
two by two between the impostor and the person he intends to 
be.  

9 DISTRIBUTION OF IMPOSTERS FOR 

FACE RECOGNITION AND 

FINGERPRINT VERIFICATION  

It is very difficult to determine the distribution characteristics 
of the imposter to recognize the faces. The Face Verification 
module keeps the first numbers of matches to improve the 
likelihood of identifying an individual in the database. This is 
because of the ability to discriminate the weakness in 

recognizing faces.  

The module increasingly classifies the first numbers (n) of the 
results of the Distance from Feature Space (DFFS) values. If 
the value the DFFS is large, the probability of the match is 
incorrect, so for it to be correct, the DFFS value must be small. 
The use of relative DFFS values is more preferred than the use 
of absolute DFFS values because the relative distances 
existing between successive DFFS values over time remain 

constant when compared to the average DFFS deviation.  

In order for the first n results to have an incorrect probability 
of matching, there must be a change in position. When trying 
to represent this module by a function, the way to distribute 



  

imposters must be represented by a function that decreases the 
position order.  

9.1 Merging decisions  

Distributing imposters for face recognition, distributing 
imposters for fingerprint verification and distributing 
imposters for the ID number check give assurance quantities 
for each of the first numbers of matches found by the face 

recognition module as shown in Figure 4.  

In order not to lose the general view, we take an assumption 
that at most one of the possible numbers of identities being 
established by the face recognition module for a person is the 
reality of a person's identity. Finally, the integration will 
decide either to reject all possibilities or to accept only one of 
these possibilities as an identity that is real.  

In practice, there is a specification that the False Acceptance 
Rate (FAR) that we will find in this application system must 

not be greater than the value taken [6].  As a result, the 
objective of merging decisions is to provide a criterion for 
deciding who ensures satisfaction for specifying the FAR [6].  

  

 

Figure 4: Architecture of the impostor's biometric 
identification. 

The reason for taking an assumption that DFFS exists between 

two different individuals. The assumption that the two 
different individuals must have a fingerprint match score 
between them should not be overlooked. If two individuals 
have similar faces it does not mean that they have the similarity 
of fingerprints and vice versa. The above hypothesis should 
not be confused with the situation where impostors want to 
make tricks using counterfeit faces and/or counterfeit 
fingerprints.  

 

10 USER REQUIREMENTS DOCUMENT   

10.1 ID Detection, and Face and Fingerprint 

Recognition  

The system should be able to use the ID provided by the 
applicant and the user’s webcam, fingerprint reader connected 
to the computer to recognize the applicant face and fingerprint. 
It should check in the DHA, and to the SAPS databases, to 
verify whether the applicant’s identity exists in the DHA 
database, to check whether the applicant has a criminal record, 
and to check whether the applicant has any criminal activity of 
social networks.  

10.2 View Overlaid Information    

Users should be able to view the overlaid information on their 

computer’s screen after clicking the check button, as the flow 
diagram presents in Figure 5. 

 

.  

   

11 NON-FUNCTIONAL REQUIREMENTS   

11.1 Performance   

The system should be able to check the ID, the face, and 
fingerprint of the applicant from the SAPS database.   

11.2 Traffic   

The system should allow many users to use the application at 
the same time.   

11.3 Security   

The system should defend the users against malware and 
unwanted spyware.   

Figure 5: View Overlaid Information 



  

12 USER INTERFACE SPECIFICATION   

12.1 Apps Icon   

The icon of the application helps to the user to start the process 
of using the application. The icon should be consistent with 
other apps which is easy to locate on the device.   

12.2 Home Page   

The user will need to install the VeriCrimCheck application 
and click on it and the login home screen Will appear. The 
home page will have a clickable button for proceed and quit, 
with some instruction to inform the user how the application is 
used.   

13 TOOLS USED 

In this criminal check project, tools used are as follow:  

13.1 Programming language 

The project was implemented using C# (C/sharp) with Visual 
Studio as the Integrated Development Environment (IDE). C# 
was chosen for various reason, the main reason being previous 
knowledge of the C# used in undergraduate projects. C# is an 
object-oriented language that has many toolsets and 
frameworks to support it and all of them are stored by 
Microsoft [15].  

There many libraries to build websites, to implement security, 
to work with file system, which are provided by .Net and is the 
open-source. Microsoft supports the C# language in a special 
way, spreading new features and improved syntax faster than 
other programming languages. C# is one of the languages that 
are popular, and is about the same as Java [15]. C# is a very 
flexible language, which makes it a more advantageous 
language than others.  

This language with the .NET Framework and Visual Studio 

develops a multitude of applications that are used in everyday 
life. Some of the applications are: native Windows 
applications, REST APIS, mobile applications and web 
development [16]. The C# language ranks among the ten most 
appreciated by application developers[17]. All the qualities 
mentioned above have pushed us to use this language as we 
considered it a good language to use. 

13.2 Fingerprint Enrollment 

The Digital Personal U.are.U 4000B was used for fingerprint 
capture an enrollment and a Logitech webcam was used for 
capturing the face. Combining this hardware with .Net 

functions allowed the enrollment process. Calling required 
functions to register and check fingerprints and faces after the 
application will register, check and recognize the ID, 
Fingerprint, and Face.  

To register the fingerprint template is changed in a binary 
format which is easily stored in SQL database and distributed. 
To identify a finger there is a comparison of templates of the 
fingers that are scanned from the application. 

For the face, the comparison is made between the new face and 
the old faces. Features used in our project are ID, Fingerprint, 
and Face capturing (for the enrollment module), ID, 
Fingerprint, and Face verification, and ID, Fingerprint, and 
Face Identification, for extract and match ID, Fingerprint, and 
Face.  

13.3 Back-end 

MySQL is used as a back-end data base. 
MySQL is one of the most widely used databases around the 
world. Its popularity can be explained by its open source status, 
reliability, compatibility with major hosting providers, cost 
effectiveness and easy management [18]. Many organizations 
take advantage of the secure state of their data and the high 

transaction support MySQL provides to ensure the security of 
their data and improve customer interactions. Nevertheless, 
this database presents some small challenges. 
The following are the major reasons why we decided to use 
MySQL. Finally, note of the challenges commonly 
encountered by users of this database management system 
[19]. 

1. Transactions are secured: MySQL, transactions are made 
in a single unit, meaning that the authorization of each 

step of the operation is impossible. If there is a failure in 
any of the transaction steps, the whole operation is 
cancelled. MySQL integrates all data so that users can 
perform online transactions without fear of losing their 
data. The transaction is not performed until all the steps 
of the process are completed and if there is an error, you 
have to start from scratch. 

2. Scalability on demand: One of the benefits MySQL offers 

is unparalleled flexibility, making it easy to manage 
deeply-anchored applications with ease. This is also true 
in large data centers where large amounts of information 
are stacked up in a critical state. 

3. High availability: MySQL is available on a constant 
basis, so companies that use it benefit from it all the time 
they need it, and this availability is the main feature of 
MySQL. Wherever you can search on MySQL you will 

find that it handles millions and millions of requests and 
many transactions while providing the garrison of even 
unique caches, indexes with a lot of text, and optimizing 
transaction speed. 

4. Reliability: All companies have a common concern, 
protecting commercially sensitive information. MySQL 
secures data using its unique data protection features. It 
has data encryption that is powerful enough to prevent 

data from being viewed by people who do not have 
authorization on it. It also has a mechanism that is very 
powerful limiting the number of people who can access 
the server and is able to prevent the use of the application 
by users in front of their machines. 

5. Quick start capability: To download and install MySQL, 
you use the time not exceeding 15 minutes. MySQL is 
exceptionally fast. It can self-manage some operations 

like: automatic restart, give itself space and automatically 
change configurations to facilitate data management. 
MySQL has some drawbacks as we pointed out at the 
beginning. The development using a long time, high costs 
when saving data, query caches, connection that is not 
constant, if you use LAMP. To manage the connection, 
the solution is to use XAMP as it is possible to be started 
or stopped using a single command, is easy to transport, 
and facilitates debugging of scripts. 

 

 

 



  

14 RESULTS 

 

14.1   Login Form 

 

 

 

Many of the applications emerging in websites give accounts 

to users to prevent anyone from accessing certain pages[17]. 

This is very convenient in sites that are online where any user 

may be able to access published pages, but on the contrary, the 

only users who can re-publish are those who have 

authorization. It's the same thing, for an application all users 

with access to page changes are subdivided into two parts, 

those users who do not have full access to the functionality of 

page changes and those who do (Administrator) [16]. It is the 

same for this application. The users are in two parts, one will 

be able to access all the features of the application while the 

others will not. The login form is made of buttons that allow 

users to access the application features, to register, to change 

the password in case they forget it and to register in case of a 

new user. 

 

14.2 Application Form 

 

 
 

 

The candidate seeking employment must complete the form 

to be properly identified. This is a requirement of many 

employers. Depending on the job or the employer, the form 

may or may not be online. The figure above shows the form 

that can be filled out by the job seeker. It is primarily local 

but should be online to make it easier for both the employer 

and the job applicant. This way, the employer will have 

consistent data in his file for all candidates. Employers want 

to ensure that they comply with labor laws and avoid 

discrimination. 

 

14.3   Application Form filled up 

 

 
 

 

The button Register is clickable to register the new applicant. 
Before registering the application checks the ID, the face and 

the fingerprint in the Home affairs database (local), and the ID 
and the fingerprint in the SAPS database (local). After filling 
up the form, the button has two functionalities: 

- Enrolment: After that the user captures component 
using fingerprint reader and the camera, as well as 
capturing the biological details of the person 
applying for the job. It checks if the ID number, the 
fingerprint, and the face exist in the Home affairs 

database. If the three exist, the next step is to check 
in SAPS database, if they exist, the application gives 
a notification that shows to the candidate that s/he 
must wait for the investigation to be done. If the ID 
number does not exist in the DHA database, the 
notification is the same; 
 

- Identification: there is a minutiae extraction 
algorithm: estimation of the orientation field, the 

extraction of the ridges and the detection of 
characteristic of points 

- Saving: if all these conditions are verified and 
succeed the last step is to store the collected 
individual information in a database if s/he is newly 
registered, followed by the identification 
component. 

 

Figure 6:  Login Form 

Figure 8:  Application Form filled up 

Figure 7:  Application Form 



  

14. 4 Physical data flow of the implemented        

application 

 

 
 

 

The design made from the outset lead us to find this physical 

data flow. It contains the number of tables in the database we 

designed. We considered the dataset available in our 

application. This flow defines the data, the space in which it 

will be classified in the database and will allow the accounting 

of the junctions that are attributed to constraints such as keys. 

After analyzing the existing data, we have determined 15 

specific classes: the candidate, countries, provinces, 

communes, neighborhoods, ... as we can see on this flow. 

15 CONCLUSIONS  

15.1 Application developed has the following 

functionalities:  

1. Able to capture biographical details.  

2. Camera functionality implemented  

3. Database connection (local databases)  

4. Facial recognition- implement ML or AI for recognition. In 
essence, I matched two faces from two images, one captured 
and one in the DHA/SAPS databases.  

5. Biometrics purchased a fingerprint scanner  

6. Populated databases with test data  

 

15.2 Difficulties encountered  

Traveling to UWC was problematic due to protest where I 
living and UWC, the laptop that I worked with crashed and it 
took me some time to obtain new one and move information. 
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Figure 9:  Physical data flow of the implemented        
application 
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